USING ADMINISTRATIVE FUNCTIONS

Using Administrative Functions

In this chapter we will look at changing your password and selecting security
information.

security question you will be asked if you forget your password. You will need to

change your password every 90 days. After 90 days your User ID

will become inactive, and you will need to contact your institution’s K€ .
Security Contact for assistance. After 120 days your User ID will be The Se"{"'y
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erson at your
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T he Administrative functions allow you to change your password, and select the

To change your password:

1. From the Function Selection menu, select Administration.

2. Select Change Password.

ELM RESOURCES
ELMNet Function Menu | Request Reports | View Reports | Exit
[ ettt RS

%” Administrative Functions

Change Password ¥
Update Verification Information &

RESO%RCFS

3. Click Select. The User Security — Change Password page appears.
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ELM RESOURCES

ELM Net

%ﬂ, User Security - Change Password

Flease enter the required infarmation below:

Account Information

Please enter your Current Password: *
—
Confirm New Password: ‘ *

RESO%RCF_S

Enter your current password in the Current Password field.
Enter your new password in the New Password field.

Enter your new password in the Confirm New Password field.

N o bk

Click Accept.

=1
L

-2 User Security - Password Rules

The following password guidelines must be met in order to
create a valid password:

« The password cannot be one of your 12 previous passwaords.

« The password must be at least § characters long and no mare
than 14 characters long.

+ The password must contain characters from at least three (3) of
the following four (4) classes -

1. Englishupper-case letters: A, B, C, .. 7

English lower-case letters:a b, c. _z

Westernized Arabic numerals: 0, 1,2, ... 9

MNon-alphanumeric ("special characters"),such as

punctuation symbols: |, @, #, $, %, *,? (excluding the space

bar - a space is invalid, and a double quote is invalid)

« The password cannot contain your User ID or any part of your full
name.

« Passwords may only be changed 1 time within any 24 hour
period.

[

s Lid
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Forgetting Your Password

If you forget your password:

1. Go to the Logon page.

ELM RESOURCES

ELM Net

Fargot your password? Click here

A sk The frainer

Please note that if you typs the password incomectly three times, yoy/User 1D and password will be locked and you will nat be able to log in.
To avoid being locked out, we recommend that after two incorrect lgf'in attempts, click on the link "Forgot your password?" and enter your
User D and your e-mail address. This will automatically send to M a request to generate a new temporary passward which will be e-railzd
to you. Once you receive that e-mailed temporary password, ypA can stant the process to log-in again using the new one time password

This is provided a3 & semice to schools, lenders, holders #d semicers of student loans. By using this serice | am certifying that the data
accessed relates o a prospective, current or former stydent of the school on whose behalf | am working. By using this site, | agree that my
use of this site is subject to ELM Resources' standgyfl "Terms of Use® and "Privacy Policy” and that | will keep all infarmation abtained from
this site secure and confidential at all times and wif notify ELM Resources of any breach of the security of this information. Access to
student loan information by anyane ather than p#sons authorized by ELM Resources is strictly prohibited. ELM Resources reserves the right
to deny access to this senice.

2. Click the Forgot your password? hyperlink. The User Security — Forgot Password
page appears.

%/" User Security - Forgot Password

User V

Please enter your user 1D: ‘
Please enter your email address: ||

If you have any questions, please contact us at 866.524.8198,
Monday - Friday, regular business hours.

3. Enter your user ID.
4. Enter your email address.

5. Click Continve.
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ELM RESOURCES

ELM Net

%7 User Security - Forgot Password Continued

Predetermined Question

\What is your pet's name? |:|

RESO%RCF.S

6. The User Security — Forgot Password Continued page appears. Enter the answer to
the security question you previously selected.

7. Click Continue. The Confirmation page will appear.

ELM RESOURCES

ELM Net

E@ﬂ* User Security - Forgot Password Confirmation

A new password will be generated and sent to you via email.

Exit

L]

8. Click Exit. You will receive a one-time-use-only password by e-mail. This password
lets you log in one time, and change your password. The one-time-use-only
password must be used within ninety days. The security contact at your institution
receives an automatic notification when a password is reset.

9. Copy and paste the one-time-use-only password into the password field on the
Logon page.

10.Click Accept.

11.The Verification Information page appears. Click Continue.
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= User Security - Select New Password - Windows Internet Explorer provided by FLM Resources..

6\; - |@‘ hittps: ffusav, elmproduction. com/elmusermanysecpwdsetup/saveSetupie V‘ QJ *2|| % | | L

: File Edit VYiew Favorites Tools Help

* [@User Security - Select Mew Password l_l : ﬁ - B Eé v |iibPage - = - fj!' Tools + ”

~

ELM RESOURCES

ELM Net

Ef User Security - Select New Password

Change Password

e [
Comr o pesowors —

RESOURCES

£

12. The Select New Password page will appear.

13. Create and enter a new password in the New Password field. The new password
must follow the password rules.

14. Confirm the new password by entering it in the Confirm New Password field.

15. Click Continve.

= User Security - Setup Password Confirmation - Windows Internet Explorer provided by ELM Resources..

6\; - |@‘ hittps: ffusav, elmproduction. com/elmusermanysecpwdsetup/continueiey V‘ QJ *2|| % |

: File Edit  W¥iew Favorites Tools  Help

— _ K »
ﬁ e [@User Security - Setup Password Confirmation l l E ﬁ - B v sk Page - - ) Todls -

>

ELM RESOURCES

ELM Net

%< User Security - Confirmation
You have successfully changed your password,

€

16. The Confirmation page will appear. Click Complete.
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17. The Logon page will appear. You can now log in with your User ID and new
password.

25 If you try to log in to ELMNet four times unsuccessfully, then you will be locked out of the

system and must request a one-time-use-only password from your institution’s ELM
Security Contact.

25 One-time-use-only passwords are given to first-time users, users whose User IDs have
expired, users who have locked themselves out of the system, and users who have
forgotten their password.

Working with System Timeouts

To provide greater security, the ELMNet system times out after fifteen minutes of
inactivity. Inactivity means that you have not moved to a new page or transmitted data.
If you are entering data on a page and have not moved to a new page or transmitted
data, then the system will time out. This security measure helps prevent unauthorized use
of your account if you are away from your desk for longer than fifteen minutes.

The system will provide a pop-up warning after fourteen minutes of inactivity. You can click
Extend Session to continue working.

2 https://www.elmresources, oy || ﬂ

Session Expiration Warning!
For security purposes, ELM expires
mactrve sessions after 15 nunutes. Your
session is about to expire. You may
extend vour sesgion by clicking on the
"Estend Session” button below.

Extend Session Cancel

e Internet:
@[ [ 5 eme A

To continue working:
1. Click Extend Session.

2. If you do not click Extend Session, the system will time out, and you will receive a time-
out message. You will need to log in again to continue working.

Microsoft Internet Explorer ﬁl

!E Your session has been timed out or terminated. Please log in again.
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25 If your computer has a pop-up blocker activated, you will not receive the Extend Session
warning. If you want to receive the Extend Session warning, disable your pop-up blocker for

the ELMNet website.

Working with User Accounts as the ELM
Security Contact

If you are the designated Security Contact for ELMNet at your institution, then you can submit
requests to create user accounts. In addition, ELM Security Contacts are able to reset

passwords, modify permissions and deactivate user accounts.

&~ ELM allows loan providers to designate more than one person as a Security Contact. Contact ELM

if you would like to designate additional Security Contacts for your institution.

To set up a new user:

The Security Contact for your institution should send the following information to
ELM, or contact Member Services for a form if multiple new user IDs are
needed:

Company Name

The new user’s Last Name

The new user’s First Name

The new user’s Telephone number

The new user’s Fax number

The new user’s Email Address

The lender code and branch which will be associated with this new user

The permissions to be associated with this new userid. The permissions
can be:

Inquiry Only — This allows the user to view data, but make no change
requests.

Inquiry/Update — This allows the user to view data and request
changes.

Inquiry/Update/Mailbox — This allows the user to view data, request
changes, send and receive files through ELMNet Mail Box Services.

© ELM Resources
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e Inquiry/Mailbox — This allows the user to view data, send and receive

files through ELMNet Mail Box Services. The user will not be able to
request changes.

To reset a user password:

1. From the Function Selection menu, select Administration.

1
e

= Administrative Functions
User Administration

Reset User Password

Change Password

Update Verification Information

Access Profile Manager

2. Select Reset User Password. Click Select.

ELM RESOURCES

ELM Net

%ﬁf User Security - Reset Password

You rmay search by CustiD or User Narme, but not both. [fyou search by User Mame atleast one letter offirst and
last name is required

o userseash |
e el
oo
CETCE 0
|

3. Enter the User ID in the CustID field or enter the User’s first name and last name.

25 A Security Contact cannot reset their own password, or the password of another Security
Contact. You must contact ELM to have a Security Contact’s password reset.

4. The User Security — Verification screen is displayed.

5. Verify that the correct User ID whose password needs to be reset is displayed.

© ELM Resources
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6. Verify that the e-mail address is accurate.
7. Select Generate Password.

8. The message that the password has been generated and e-mailed to the user will
be displayed.

To update a User’'s access to ELMNet and contact

information:

1. From the Function Selection menu, select Administration.

%Qf Administrative Functions

T o /
Er N O
ipane Vrtcaton oot |G

Access Profile Manager | ®

2. Select Access Profile Manager. Click Select.

ELM Net Profile Manager Adrninistrative Functions | Log Out

User Search

Customer ID |:| First Name |:| Last Name |:| Status

Entity Code l:l Entity Branch l:l Entity Type Entity Mail Directory I:l

Search for partial user names by using an asterisk (%) to represent the missing part ofthe name and an underscore ) for one letter or space.

3. The ELMNet Profile Manager screen is displayed.
4. Enter the Customer ID or enter the User’s first name or last name.

25 When you enter a first name or last name, you may enter just the first letter of
that name.

5. Click Search.
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ELM Net Profile Manager Administrative Functions
User Search Results

Customer ID |:|
Entity Code I:I

Last Name |:| Status

Entity Type Entity Mail Directory l:l

Entity Branch l:l

Search for partial user names by using an asterisk (*) to represent the missing part ofthe name and an underscore () for one |etter or space

=<Previous | Page of 1| Mexts

Receive

e Email
Updates

Customer . First Last Mailhox System User ] Phone Stat Company
1] Hame Name Access Authority Role il Humber = HNam

(55515655555 Active HYZ Lending Mo

LEMNGETT Tom Test Ma Inguiry Only USER tomtest@xyzl.com

=Previous | Page of 1| Next>

Export options: C5% | Excel | XML | PDF

6. The ELMNet Profile Manager screen is displayed with a list of all users found that
met your search criteria.

7. To select the user whose details you wish to view, click the User ID, first name or last
name.

25 To send an e-mail to the user using your e-mail program, you may click the e-mail address.

ELM Net Profile Manager

User Details for Tom Test

Basic Details
Last Mame ™| Togt

Phone Extension l:l

Ema"’humteat@xyz\.cum |

First Mame * | 1o,

Phone Mumber *
Fax Mumber
Test or Production * m
Databaze Status *
Daormain Status

Access Details

H

Company Mame |ELM University - Main Campus |

Mailbox Access []
Certification Access []

System Authority * | |nguine Onky A

Mon-Cash Transaction Access []

Cash Transaction Access []
Entity |ScHOOL

Field should be blank if user needs access to multiple mailboxes

‘ Save || Manage Groups H Disable H Terminate
* = Required Field
“Previous | Page of 1| Mext>
Entity Name “* Entity Code Entity Branch Entity Mail Directory Entity Type
HYZ Lending oo HYE LENDER

=Previous | Page of 1| Mext>

Export options: CSY | Excel | XML | PDF
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8. The ELMNet Profile Manager screen is displayed.

& Required fields appear with a red asterisk after the field name. Fields in gray cannot be

modified.

9. Under Basic Details, you may update the following fields: First Name, Last Name,
Phone Number, Phone Extension, Fax Number, Email address.

10.Under Access Details, you may update the following fields: Mailbox Access,
Certification Access, Non-cash Transaction Access, Cash Transaction Access, and
System Authority. Checking any of the boxes will give the userid access to the area.

(0]

Mailbox Access: A checkmark here gives the User access to Mailbox Services
(reports and files) sent via ELMNet.

Certification Access: A checkmark here gives the User access to view and
certify Certification Requests posted on ELMNet. Check this if the user has
Inquiry Only Access and you want the user to see or certify the Certification
Requests.

System Authority:

i. No Web Access: Users will be provided an ELMNet ID, but will not be
able to logon.

ii. Inquiry Only: provides view only access to ELMNet records.
iii. Update: provides edit ability to ELMNet records.

Non-Cash Transaction Access: allows Users to process non-cash changes to
loan records (such as a change to the Hold/Release flag). Un-check this if the
user has Update Access and you do not want the user to be able to make
Non-Cash Transaction change requests.

Cash Transaction Access: allows Users to process cash changes to loan
records (such as a return of funds). Un-check this if the user has Update
Access and you do not want the user to be able to make Cash Transaction
change requests.

11.Click Save.

Windows Internet Explorer g]

L] E Your changes have been saved,
L
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12.Click OK.

&5 It is recommended that System Authority be selected before any check boxes are

selected.

To temporarily disable a User’s access to ELMNet:

1. In Profile Manager, click the link to the Customer ID you wish to access.

User Search Results

Entity Code I:I Entity Branch l:l Entity Type Entity Mail Directory I:I

<Previous | Page
Last Mailbox System User Email Phone Number Status ‘Company Name Egggil\éiEmai\

Customer
D Hame Access Authority Role
SCH1408K Susan Klick Mo Inquiry Only USER susan@elmresources.com ;ﬁgafﬂ'mgs Active Eéﬂ];ﬁg‘ersm - Main No
<Previous | Page of 1] Next>
Fxport options: CSV | Excel | XML | PDF
.
2. The User Detdails page appears.
User Details for Susan Klick (SCH140SK)
Basic Details
Phaone Number * 3565248198 Phene Extension 1513
Fax N“‘“herl:l Email (|susan@elmresour:es.:om
Test or Production ‘
Database Status ‘ Company Name |ELM University - Main Campus
Domain Status
Access Details
Mailbox Access [ Non-Cash Transaction Access [
Certification Access [ Cash Transaction Access []
System Autherity * [ Inguiry Only v User Rale *
Entity [ScHOOL
| Save H Manage Groups Disable Terminate
* = Required Field
<Previous | Page 1 ¥ of 1| Next>
Entity Name “ Entity Code Entity Branch Entity Mail Directory Entity Type
CommonLined6 Test School 3 003333 00 SCHooL School
ELM University - Main Campus 000003 00 SCHOOL School
ELM University - Satellite Campus 000003 55 SCHOOLBR School
<Previous | Page 1 ¥ of 1| Next>
[Export options: CSV | Excel | XML | PDF
. . o
3. Click Disable to prevent the User from being able to access ELMNet.
2-12
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Windows Internet Explorer r$_(|

L] "_q,‘ The user was disabled successFully.
[ ]

4. Click OK.
425 The Disable button allows for a temporary suspension of a user’s access to ELMNet. Once
disabled, the User’s ID will not be deleted by ELM, and can be reactivated in the future.

5. To reactivate an ID that was previously disabled, access the User’s ID from the User
Details page. The button now says Enable.

Save Manage Groups Enable Terminate

6. Click Enable.

7. The User’s ID will be reactivated. Click OK.

Windows Internet Explorer rz|

L] "_n.‘ The user was enabled successFully,
[

To terminate a User’s access to ELMNet:

1. In Profile Manager, click the link to the Customer ID you wish to access.

© ELM Resources 2-13
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User Search Results

Entity Code I:I Entity Branch l:l Entity Type Entity Mail Directory I:I

<Previous | Page

Customer . Firg] Last Mailbox System User Receive Email
D Name Access Authority Role Email Phone Number Status  Company Name Updates
SCH1408K Susan Klick Nao Inguiry Only USER susan@elmresources.com ﬁgaﬂsza-ems Active Eé:aggv'ersm -Main No
<Previous | Page of 1] Next>
Fxport options: CSV | Excel | XML | PDF
il
2. The User Detdails page appears.
User Details for Susan Klick (SCH140SK)
Basic Details
Phaone Number * 3565248198 Phene Extension 1513
Fax N“‘“herl:l Email ‘|susan@elmresour:es.:om ‘
Test or Production ‘
Database Status ‘ Company Mame |ELM University - Main Campus ‘
Domain Status
Access Details
Mailbox Access [ Non-Cash Transaction Access [
Certification Access [ Cash Transaction Access []
System Autherity * [ Inguiry Only v User Rale *
Entity [scHOOL
| Save H Manage Groups || Disable H Terminate
* = Required Field
<Pravious | Page of 1| Next>
Entity Name “ Entity Code Entity Branch Entity Mail Directory Entity Type
CommonLined6 Test School 3 003333 00 SCHooL School
ELM University - Main Campus 000003 00 SCHOOL School
ELM University - Satellite Campus 000003 55 SCHOOLBR School
<Previous | Page of 1| Next>
[Export options: CSV | Excel | XML | PDF

3. Click Terminate to prevent the User from being able to access ELMNet. Click OK.

Windows Internet Explorer E'

L] E The user was disabled successFully.
[ ]

425 The Terminate button results in a permanent action to deactivate the user ID. If a userid has
been terminated, it cannot be reactivated. A new userid for the user will need to be

requested.
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4. Click OK.

To manage groups

Managing groups allows you to add or remove groups that are assigned (i.e. allowing
staff to belong to groups that represent related entities that share ELMNet loan
functionality):

1. In Profile Manager, click the link to the Customer ID you wish to access.
2. The User Details page appears.

3. Click Manage Groups to add or delete Groups from the User’s access.

User Details for Susan Klick (SCH140SK)

Basic Details

Phaone Number * 3565248198 Phene Extension 1513

Fax l‘lumherl:l Email ‘|5usan@elmresour:es com
Test or Production *
Database Status ‘ Company Name |ELM University - Main Campus ‘
Domain Status

Access Details

Mailbox Access [ Non-Cash Transaction Access [
Certification Access [ Cash Transaction Access []
System Authority * User Rale *
Emity
| Save H Manage Groups || Disable H Terminate
* = Required Field

<Pravious | Page of 1| Next>
Entity Name “ Entity Code Entity Branch Entity Mail Directory Entity Type
CommonLined6 Test School 3 003333 00 SCHooL School
ELM University - Main Campus 000003 00 SCHOOL School
ELM University - Satellite Campus 000003 55 SCHOOLBR School

<Previous | Page of 1| Next>

[Export options: CSV | Excel | XML | PDF

4. The Manage User Groups page will be displayed.
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ELM Net Profile Manager Administrative Functions | Log Ou

Manage User Groups for Kathy Williams (SCH226KW)

Existing Groups

Current Groups ’m‘ Delete Group

New Groups
New Groups | ~SelectOne~ +|| Add Group

5. Under Existing Groups: select the drop down arrow next to Current Groups to view
all assigned Groups for this user. You may delete a group from this user’s access
by highlighting a group and selecting Delete Group.

6. Under New Groups: select the drop down arrow next to New Groups to view all
Groups that could be assigned to this user. You may add a group to this user’s ID
by highlighting a group and selecting Add Group.

25 If you have not been granted access to certain groups for your institution, you will not be
able to view those groups nor perform add/delete functions for their users. If you delete all
the groups for a user, you will not be able to manage that user in the future.

To export or print the results:

1. Options are noted in the lower left-hand corner of both the Profile Manager and
User Details screens.

|Exp|:|rt options: CSW | Excel | XML | PDF

2. Click on the option you need:
a. CSV: opens a Comma Separated Value file.
b. Excel: opens an Excel spreadsheet.
c.  XML: opens the Internet browser and provides the data in XML code.

d. PDF: opens a PDF document.

3. Save or print the file in the chosen format.
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