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Using Administrative Functions 
In this chapter we will look at changing your password and selecting security 
information. 

he Administrative functions allow you to change your password, and select the 
security question you will be asked if you forget your password. You will need to 
change your password every 90 days. After 90 days your User ID 
will become inactive, and you will need to contact your institution’s 

Security Contact for assistance. After 120 days your User ID will be 
deleted, and your institution’s Security Contact will need to request a 
new User ID for you.  

Changing a Password 
To change your password:  

1. From the Function Selection menu, select Administration. 

2. Select Change Password. 

 

3. Click Select. The User Security – Change Password page appears. 
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4. Enter your current password in the Current Password field. 

5. Enter your new password in the New Password field.  

6. Enter your new password in the Confirm New Password field. 

7. Click Accept. 
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Forgetting Your Password 
If you forget your password:  

1. Go to the Logon page. 

 

2. Click the Forgot your password? hyperlink. The User Security – Forgot Password 
page appears. 

 

3. Enter your user ID. 

4. Enter your email address. 

5. Click Continue. 
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6. The User Security – Forgot Password Continued page appears. Enter the answer to 
the security question you previously selected. 

7. Click Continue. The Confirmation page will appear. 

 

8. Click Exit. You will receive a one-time-use-only password by e-mail. This password 
lets you log in one time, and change your password. The one-time-use-only 
password must be used within ninety days. The security contact at your institution 
receives an automatic notification when a password is reset. 

9. Copy and paste the one-time-use-only password into the password field on the 
Logon page. 

10. Click Accept. 

11. The Verification Information page appears. Click Continue. 
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12. The Select New Password page will appear. 

13. Create and enter a new password in the New Password field. The new password 
must follow the password rules.  

14. Confirm the new password by entering it in the Confirm New Password field. 

15. Click Continue.  

 

16. The Confirmation page will appear.  Click Complete. 
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17. The Logon page will appear. You can now log in with your User ID and new 
password.  

 If you try to log in to ELMNet four times unsuccessfully, then you will be locked out of the 
system and must request a one-time-use-only password from your institution’s ELM 
Security Contact.  

 One-time-use-only passwords are given to first-time users, users whose User IDs have 
expired, users who have locked themselves out of the system, and users who have 
forgotten their password. 

 

Working with System Timeouts 
To provide greater security, the ELMNet system times out after fifteen minutes of 
inactivity. Inactivity means that you have not moved to a new page or transmitted data. 
If you are entering data on a page and have not moved to a new page or transmitted 
data, then the system will time out. This security measure helps prevent unauthorized use 
of your account if you are away from your desk for longer than fifteen minutes. 

The system will provide a pop-up warning after fourteen minutes of inactivity. You can click 
Extend Session to continue working. 

 

To continue working: 

1. Click Extend Session. 

2. If you do not click Extend Session, the system will time out, and you will receive a time-
out message. You will need to log in again to continue working. 
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 If your computer has a pop-up blocker activated, you will not receive the Extend Session 
warning. If you want to receive the Extend Session warning, disable your pop-up blocker for 
the ELMNet website. 

 

Working with User Accounts as the ELM 
Security Contact 

If you are the designated Security Contact for ELMNet at your institution, then you can submit 
requests to create user accounts. In addition, ELM Security Contacts are able to reset 
passwords, modify permissions and deactivate user accounts. 

 ELM allows loan providers to designate more than one person as a Security Contact. Contact ELM 
if you would like to designate additional Security Contacts for your institution. 

 

To set up a new user: 
The Security Contact for your institution should send the following information to 
ELM, or contact Member Services for a form if multiple new user IDs are 
needed: 

 Company Name 

 The new user’s Last Name 

 The new user’s First Name 

 The new user’s Telephone number 

 The new user’s Fax number 

 The new user’s Email Address 

 The lender code and branch which will be associated with this new user 

 The permissions to be associated with this new userid.  The permissions 
can be: 

• Inquiry Only – This allows the user to view data, but make no change 
requests. 

• Inquiry/Update – This allows the user to view data and request 
changes. 

• Inquiry/Update/Mailbox – This allows the user to view data, request 
changes, send and receive files through ELMNet Mail Box Services. 
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• Inquiry/Mailbox – This allows the user to view data, send and receive 
files through ELMNet Mail Box Services. The user will not be able to 
request changes. 

To reset a user password: 
1. From the Function Selection menu, select Administration. 

   

2. Select Reset User Password. Click Select. 

 

3. Enter the User ID in the CustID field or enter the User’s first name and last name. 

 

 A Security Contact cannot reset their own password, or the password of another Security 
Contact. You must contact ELM to have a Security Contact’s password reset.  

 

4. The User Security – Verification screen is displayed. 

5. Verify that the correct User ID whose password needs to be reset is displayed. 
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6. Verify that the e-mail address is accurate.   

7. Select Generate Password. 

8. The message that the password has been generated and e-mailed to the user will 
be displayed. 

To update a User’s access to ELMNet and contact 
information: 
1. From the Function Selection menu, select Administration. 

   

2. Select Access Profile Manager. Click Select. 

 

3. The ELMNet Profile Manager screen is displayed. 

4. Enter the Customer ID or enter the User’s first name or last name. 

 When you enter a first name or last name, you may enter just the first letter of 
that name. 

5. Click Search. 
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6. The ELMNet Profile Manager screen is displayed with a list of all users found that 
met your search criteria. 

7. To select the user whose details you wish to view, click the User ID, first name or last 
name.   

 To send an e-mail to the user using your e-mail program, you may click the e-mail address. 
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8. The ELMNet Profile Manager screen is displayed. 

 Required fields appear with a red asterisk after the field name. Fields in gray cannot be 
modified. 

 

9. Under Basic Details, you may update the following fields:  First Name, Last Name, 
Phone Number, Phone Extension, Fax Number, Email address.   

10. Under Access Details, you may update the following fields:  Mailbox Access, 
Certification Access, Non-cash Transaction Access, Cash Transaction Access, and 
System Authority.  Checking any of the boxes will give the userid access to the area.  

o Mailbox Access: A checkmark here gives the User access to Mailbox Services 
(reports and files) sent via ELMNet. 

o Certification Access: A checkmark here gives the User access to view and 
certify Certification Requests posted on ELMNet. Check this if the user has 
Inquiry Only Access and you want the user to see or certify the Certification 
Requests. 

o System Authority: 

i. No Web Access: Users will be provided an ELMNet ID, but will not be 
able to logon. 

ii. Inquiry Only: provides view only access to ELMNet records. 

iii. Update: provides edit ability to ELMNet records. 

o Non-Cash Transaction Access: allows Users to process non-cash changes to 
loan records (such as a change to the Hold/Release flag). Un-check this if the 
user has Update Access and you do not want the user to be able to make 
Non-Cash Transaction change requests. 

o Cash Transaction Access: allows Users to process cash changes to loan 
records (such as a return of funds). Un-check this if the user has Update 
Access and you do not want the user to be able to make Cash Transaction 
change requests. 

11. Click Save.  
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12. Click OK. 

 

 It is recommended that System Authority be selected before any check boxes are 
selected.  

 

To temporarily disable a User’s access to ELMNet: 

1. In Profile Manager, click the link to the Customer ID you wish to access. 

 

2.  The User Details page appears.  

 

3. Click Disable to prevent the User from being able to access ELMNet.  
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4. Click OK. 

 

 The Disable button allows for a temporary suspension of a user’s access to ELMNet. Once 
disabled, the User’s ID will not be deleted by ELM, and can be reactivated in the future. 

5. To reactivate an ID that was previously disabled, access the User’s ID from the User 
Details page. The button now says Enable. 

 

6. Click Enable. 

7. The User’s ID will be reactivated. Click OK. 

 

 

To terminate a User’s access to ELMNet: 

1. In Profile Manager, click the link to the Customer ID you wish to access. 
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2.  The User Details page appears.  

 

3. Click Terminate to prevent the User from being able to access ELMNet. Click OK. 

 

 The Terminate button results in a permanent action to deactivate the user ID.  If a userid has 
been terminated, it cannot be reactivated.  A new userid for the user will need to be 
requested. 
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4. Click OK. 

To manage groups 

Managing groups allows you to add or remove groups that are assigned (i.e. allowing 
staff to belong to groups that represent related entities that share ELMNet loan 
functionality): 

1. In Profile Manager, click the link to the Customer ID you wish to access. 

2. The User Details page appears.  

3. Click Manage Groups to add or delete Groups from the User’s access. 

 

4. The Manage User Groups page will be displayed. 
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5. Under Existing Groups: select the drop down arrow next to Current Groups to view 
all assigned Groups for this user.  You may delete a group from this user’s access 
by highlighting a group and selecting Delete Group. 

6. Under New Groups: select the drop down arrow next to New Groups to view all 
Groups that could be assigned to this user.  You may add a group to this user’s ID 
by highlighting a group and selecting Add Group. 

 If you have not been granted access to certain groups for your institution, you will not be 
able to view those groups nor perform add/delete functions for their users. If you delete all 
the groups for a user, you will not be able to manage that user in the future. 

To export or print the results: 

1. Options are noted in the lower left-hand corner of both the Profile Manager and 
User Details screens. 

 

2. Click on the option you need: 

a. CSV: opens a Comma Separated Value file. 

b. Excel: opens an Excel spreadsheet. 

c. XML: opens the Internet browser and provides the data in XML code. 

d. PDF: opens a PDF document. 

3. Save or print the file in the chosen format. 


