Working with Password resets
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Working with Password Resets
An enhancement has been added to ELMNet to allow Security Contacts the ability to reset passwords for ELM Users.
E
LM Resources is pleased to offer an enhancement to ELMNet. If you are the designated Security Contact for ELMNet at your institution, you have been able to submit profile requests to create user accounts, deactivate user accounts, and modify user permissions. This enhancement will allow you to reset passwords for ELM users at your institution when needed. 

In the past, all ELM users were required to contact ELM to have their password reset. With the new password reset functionality, Security Contacts will be able to logon to ELMNet and reset passwords for their staff. 
If you have multiple Security Contacts within your entity, you will not be able to reset passwords for the other Security Contacts. Security Contacts will need to contact our Customer Support Group to have their passwords reset. 
To reset a User password:

1. From the Function Selection menu, select Administration.
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2. Select Reset User Password.
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3. The User Security – Reset Password page appears. Enter either the user’s ELM ID or search for the user by typing in their first and last names.
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· You do not have to type in the user’s full name; however, you do need to enter at least one character into both the first and last name fields. 
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4. The User Security - List page will appear. A list of all ELM users that meet your criteria will be visible. 
· The list shows all IDs, including inactive ones. It can be helpful to request the actual ID that needs to be reset instead of searching by name. 
· If your search criterion is too broad, you will be asked to narrow your search results.
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5. If you have searched by name and there are multiple choices, click the link to the left of the ID whose password needs to be reset. 
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6. The User Security – Verification page will appear.
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7. Verify you have the correct ELM user by reviewing the verification information displayed. If the email address is incorrect, update the address and save. If you forget to save the new email address, an error message will display at the top of the screen and you will not be able to complete the password reset.  
· The e-mail address must be correct or the ELM user will not receive their new password.

8. Click Generate Password. 
9. The User Security – Confirmation page appears.
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10. Within a minute or two, the ELM user will receive their new, one-time-use password via e-mail, and the Security Contact will receive a verification e-mail. If you have any difficulties with this process, please contact our Customer Support Group via email: CSD@elmresources.com.
· If ELMNet cannot complete the request, a message will advise you that “technical difficulties were encountered and to try back later”.
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